IPASEE : 5. REREER
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BEALREEEMH / ABREHESACEERE

EEEFERRER

B2 HIBTE R

EREERE  REE /I ERE ERBEAERBRRAESERER , REEZEARE , FAEKREREA.

BE /B RBRE /¥ FTEES BBRRAEA /IRBWER / BENRREEERX,

E R EE R, RE. BE, #X, RERNETLREER  BETREETEDRS,
mEFERHEE

kit EELKIER RERR

DAC BERBEERE BEERE

MAC ZeBRBRESHRA PR AR SRR I AR A

RBAC AT ENER R, SFFER¥KAR

ABAC T TR B REBM R, BREE, BESERME

MFAERARRE T : FrAl. Fifs. BRRE. B+ 5 —EPINEENRE-EE T, REWI S , RERERMME
MENER/DMEREEREK,

EBEE. RRERESHEE

8 B H BBl 7

BCP BRREREE  MINEREERE.

DRP BITRIFEERELBEER , FINMEREER,

EHEg HBREEFHE, BR, BLL, FAE, ERERE , REFE.

RTOEERPO : BB HE , TRRERHOHE

B HEBREE BRER
RTO : ERHEEBEE PN 10:007 KR |, 11:151%1E , 75088 , FEARGIEE,
RPO : EREEHEBEZE 3008 E € E09:40 , BE10:00F Ef Z207 & , HFEXHIEHE,

BFYARERR, RIOREFEEFHEEE , THEESARAUTRRPEHIFEMTD,
RAIDBHEKEMME , RAID 0ER ., RAID, BAZEE S B AT REEK B ED R EFRAIE.

FFELE | ER B 2026-10-27

iPASERRZ2 TR : ESF 2B ERE115F/EE /ipd.nat.gov.tw
IPASEE#MHmEE 55| ( 2026-04-20kK ) / www.ipas.org.tw
NIST SP 800-61 Rev.3 : 4% / csrc.nist.gov

Chun-Ming Lai / SSC Lab / MOL-THU 2026


https://ipd.nat.gov.tw/ipas/certification/ISE/learning-resources
https://www.ipas.org.tw/api/proxy/uploads/certification_resource/f7ae889e26b0417fb041f79e2b21cc13/%E7%AC%AC%E4%B8%80%E7%A7%91%EF%BC%9A%E8%B3%87%E8%A8%8A%E5%AE%89%E5%85%A8%E7%AE%A1%E7%90%86%E6%A6%82%E8%AB%96-%E5%AD%B8%E7%BF%92%E6%8C%87%E5%BC%95(20260420%E6%9B%B4)_20260420165909.pdf
https://csrc.nist.gov/pubs/sp/800/61/r3/final

IPASEIT : #8R%. #8uhEEHEIE

20265 BER | N8 | ERNRR 2/7
BRR MR / cyERE | B

FRERE
AR FRE REE

HTTP /HTTPS TCP 80/ TCP 443 HTTP/3f£AQUIC/UDP , B%E 2443,

SSH/DNS TCP 22 / UDPEETCP 53 DNSHFEEREUDP,

SMTP / RDP TCP 25/ TCP 3389 25 AR BHRRSEE  EXEE587%,

PR EEEH
2]

%

Firewall KR AFRIEBRE 443 TR RBUREBH.

IDS BRI & B FERNEAETH,

IPS EEEREHE R E BEHE R AU T BERR o

WAF BMEHTTPERER TrREMAR BN EHRNIE M E,
SQLi, XSSEECSRF

¢ 4 BEERR TERBIHE

SQL injection WA BHER TS SEER , YHERTE,

XSS FAERAEARE K IS RGEN | BRTR2DOMEBRE.

CSRF MASEAER HIEFERES fARREEERE Token, EESameSiteBd & 7 BRFREFT.
T2 WBEER R

Tk B #Y BRI

SRR / BERE RUREERME  EREGSERERERR, MEBTRBRHSIER.

&R HKREEE. FABR. EEEEMHESL ; REMBE. DEEENLE,

R / SIEM/SOC BN ETEBONTTE / BEAE, RERIENEERD,

ARFEERERS. FHRY, TBMHRFRERN. MAMREARARAENER  MDMREEEEE, SBOMFIHKETH
BMRA , HEEEMKESFRR , X3E NRAEREL NEH,
RIBVESRBEE , Empe St JReER, JWEAFHE, BPERREBER  FTIRB—EESES,

FFELE | ER B 2026-10-27

iPASHE i i iR 2 B 55| ( 2026-04-204% ) / www.ipas.org.tw

IANA : BR7§ & B EDE 8 B 4% 3% / www.iana.org

OWASP Cheat Sheet Series : #8355 / cheatsheetseries.owasp.org
NIST SP 800-218 : R4 EX#8BIE / csrc.nist.gov
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https://www.ipas.org.tw/api/proxy/uploads/certification_resource/f7ae889e26b0417fb041f79e2b21cc13/%E7%AC%AC%E4%BA%8C%E7%A7%91%EF%BC%9A%E8%B3%87%E8%A8%8A%E5%AE%89%E5%85%A8%E6%8A%80%E8%A1%93%E6%A6%82%E8%AB%96-%E5%AD%B8%E7%BF%92%E6%8C%87%E5%BC%95(20260420%E6%9B%B4)_20260420165916.pdf
https://www.iana.org/assignments/service-names-port-numbers/service-names-port-numbers.xhtml
https://cheatsheetseries.owasp.org/
https://csrc.nist.gov/pubs/sp/800/218/final

AES, RSAHE FERIFEZE

2026REER | 518 | ERNEE 3/7
M AE | RSAHREH| / MoscatESR

HEAHEFEEA LR
e AES : BB
A& REERRE
BRA REERREBEBERBEERE
RE [E 12128 bits ; £$8128/192/256 bits
Z&EA BEERX, 28 ; GCMEtEREEMEEnonce
BE AESEHTRBUEE

RSA : BN

NI, FBRY

REEBERTERELR

ERFL REFEFRRE
DB T R E IR

RERAWHE LS ; FS&Epadding , FIZIOAEP

PSSEXEE : FAR%E , LN AR

AESEERSAM &RV TH T EEERLEBZLBE, BEXEFALRKAIEZYIRESR , BRAYBERENZEEAEESR.

Hash2HE A HEBRIFTXMH. BERERLR , FRABEBIKHK.

IERSA : 65852790 , BE %65

SR
BB

b\

\ﬁﬁ‘

T

L

2

T

"

ERENHF

p=61, g=53 ; n=pq=3233 ; @(n)=60x52=3120,

e=17 , d=2753 ; 17x2753=15x3120+1,
288 (e,n) : 6517 mod 3233 = 2790,

FA88(d,n) : 279072753 mod 3233 = 65,

mod 2FRERE ., HHIRHEEHE | NEFER R BEpaddingfiBERSATEERL2M | THERRBEEL LR,
MoscatEZR : X +Y > ZRREFHEE T HEREBHRO

X
Y

z

&

S

R EREFR
ELECE L
RRIETIBIB AR AN TR R

ABIRER
8%

KE:S

105

BESEIFAELE, MABMEREBENER  FEABRESTF , HRIFMEFE ; BRFI0FJEHERA , HRWIFHRO : 8+
3=11> 10, EFRQ-dayfaR , ER LR EERM,

HNDL ( harvest now, decrypt later ) : KEBELARFEX , HEBR. RREFTEEREFEENEE N, £BHER
Bo, EEZEAESNE , BUFRESIER X+ YSZERRRL2RE,
RIFER /| E% B 2026-10-27

NIST FIPS 197 : AES / csrc.nist.gov
RFC 8017 : RSARZE %5 REZfR IS / www.rfc-editor.org
Mosca (2015) : BB EREESR R / eprint.iacr.org

National Academies : Quantum Computing , 584% / www.nationalacademies.org
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https://csrc.nist.gov/pubs/fips/197/final
https://www.rfc-editor.org/info/rfc8017/
https://eprint.iacr.org/2015/1075
https://www.nationalacademies.org/read/25196/chapter/6

T BEBEREEAR

2026 BER | 55518 / ZRIE 4/7

NISTE#M /| =ZEREES / AWSHEERE

Ein AL BR M4
Bt "
BE B B RS On-demand self-service
Rz /BB E Broad network access
&R Resource pooling
TRIF Rapid elasticity
Ep-9:) Measured service

MBRERARRAMBALH ; BB FRREFER

IR R

BITHBEENER,

EIB AR R MBI T

HEER  KERDEERE.

BRERRRERMEHD .

EAERFTE, BEREERE,
RUHEH ; TEARFETREE-FELN,

—ERBERESE

-t HAER IR {3t BEFENEEENGT

laaS BH, RiFHEfn 0S. EREEH,

PaaS ER#TEA B, ERERE.

SaaS AEEERNER 'R IRIE, RERERARE,
AWSE AR

AR5 A& EREE

EC2 EEEEHTER EFMEBOSHERESE T,

S3 YT TR  BRAERRE,
RDS ZEMBAE R E BH, IRREARERNEEFEE,
VPC MBI R B AY B SRR AEFRNERAEZ2RA,

IAM SO EBERER SR, MFAREHER,
CloudTrail / CloudWatch APIEE)AC 8% / B SR AT B 4 fio 8% 5 B BB R R R BRE HERT.
REEE  sURAEMER

B B R ig

Region / AZ RegionZ R [EE ; AZH —RZEBHHER T UMK , TEEEKEE —HE,

HA / Backup ZEAZS BB HERR ; HORBUERRE. BATEESRMREELK.

EERRRE . BBNSREHTTPSHER , BAKMERFESIE AHEERDSFTE, MR A AMEBURREMRKIENE | RAIDRIEK
FiRME , RAID 0ER R, HOEAERAERE,

RREL / EH 2026-10-27

NIST SP 800-145 : Zin A 454 BERKEE / nvipubs.nist.gov
AWS Cloud PractitionerZ &3/ / docs.aws.amazon.com
AWS RegionsE2Availability Zones / aws.amazon.com

AWS RDS Multi-AZ3Z 4 / docs.aws.amazon.com
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https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-145.pdf
https://docs.aws.amazon.com/aws-certification/latest/cloud-practitioner-02/cloud-practitioner-02.html
https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Concepts.MultiAZ.html

i RANTEEXELSR

2026 BER | 55518 / ZHIER 5/7
SoBERDTEREM ST / #K2026-10-27F H EHEIE

BAEENTIE
IR EZ I EE AR
AWS Pricing Calculator IBBE , EEBEEBANZDE? e
AWS Cost Explorer BAEMNE , AEREBZ MM ? Sy
AWS Budgets ERSEIEASTERME"? EHE
Cost Anomaly Detection HERSHREEENRRE ? 2

BudgetsBAITE R ERBBEH ; I BREREActions, HAEREBHNELE , NERHERAE, BRREE

iz

H{TAWS Support : [UIEEE Basic

FE FERED BERER
Basic MR, MHRLFHER BEXXE
Business Support+ ERIRBM X E SEIHREH
Enterprise Support EETAME X EIEE HRIEER
Unified Operations EEEREHRERERY hniaEER N

XEOEREARIAAIEEER , TREETHRRAR. RE|SER B €8, wtERSNRTEFEEFE.
BEdMERDE  REBRRYHE

BB ERFNEEDRER ipe S A
Basic R, MHREXER BEAXE
Developer EESSIGE 3PS RS EL R
Business 24/TH M & LETHEH
Enterprise EETAMREIBES BREY

B A : Developer, Business, Enterprise On-RampfE —f¥AWSEZHH{E 1= 8 H 52027-01-01 ; AWS GovCloud
(US)E 5k, Developer / Business# [&Business Support+ ; Enterprise On-RampA2026 F E &= 2 #t [
Enterprise,

DevelopersKiE# H ik I 8Ef% BBasico BHMNBEHBTNERRR—HEE | TENIEARERRAEEITEL,
RFELE | ER B 2026-10-27

AWS Pricing Calculator / aws.amazon.com

AWS Cost Explorer / aws.amazon.com

AWS BudgetsZh&E / aws.amazon.com

AWS Cost Anomaly Detection3 4 / docs.aws.amazon.com

AWS Support 175 R L& / aws.amazon.com

EDeveloper/ 518 / aws.amazon.com

EBusiness 5 RFR 8 / aws.amazon.com

AWS Support® 5 £% 1k X #E B GovCloudfl#h / docs.aws.amazon.com
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https://aws.amazon.com/aws-cost-management/aws-pricing-calculator/
https://aws.amazon.com/aws-cost-management/aws-cost-explorer/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://docs.aws.amazon.com/cost-management/latest/userguide/manage-ad.html
https://aws.amazon.com/premiumsupport/plans/
https://aws.amazon.com/premiumsupport/plans/developers/
https://aws.amazon.com/premiumsupport/plans/business/
https://docs.aws.amazon.com/awssupport/latest/user/support-plans-eos.html

EX  FERER | HRERS
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EiniEEE S BT BN EEETE /R

CEEFEBREERRYE  BRNERS. AKSE. L. ERELANIE. RUEEACERBEETFRE  EMET

EF iR,

BERPLEERN S T

=PN 1 ZEH R

RETEEEA AWS / Annapurna Labs Trainium@ FEREFTEEREAR,

f T EREEK TSMC FERREREERKEN,

A AR AR B AR 1B8#. BE/QCT BHE, #F. RRBSERR,
HEELA aiE, XH ER. BE, ROEMEERRE,
EER HEEE, Sl hEIT M, BA, B, HEHREZR,

ELBAEES : TSMCR2022-10-27 5 BB FIMAWSEE R , Annapurna LabsEaTSMCH;Trainium, CoWoSE i

BEIEE, EMRREIELER2026F N RBBESTERF R,

B, QCT, A, XAHEEHRREXAGH | RRBRAEIZTREEAWSHER M EHRBER , TEAGRERENR
AWSHEREE,

HEREARBREEM

a3 TS E m AR B

BERE EHELER , EEEWE A, BEEEMRE.,
RREF EFTRYE. EES RitEE. #E. DevOps,
aEEFA ¥EHE, SaaSERE CRM. A@thtE, AXF,
RETEHE ERPEE{R X577 RiE, REREXEE,
FERE ST AMESRAIZ PowerDirector, FaceMe,

BENEESLREE , T TEEWE, K "BBELE. . FHETRGHEBBRERETEEZA  RFSERERE
RBHMBE. ENRETRERTHREL R,

REEfRASEBIER  ARFIETEEARERNE ; XHEFRLEEAR. ENRRLED. ERTHEEEHR

FESEER AR A5 £ an B

RREL / EH 2026-10-27

TSMC : 20224 0IP 3DFabricEEAWS5|3R / pr.tsmc.com
Wiwynn/s BB ZEHE 75 2= / www.wiwynn.com
QCTERHRLERESH (2025) /go.qct.io
Delta& Rl E @ / www.deltaww.com

LITEONEEQCT : B /5 OCP 20264 {E57 @ / www.liteon.com
BB A BB / www.trendmicro.com

R EATHAEERIR / www.104.com.tw

U5 E 7 ERERF / www.gss.com.tw

REFHE QTN / www.digiwin.com.tw
CyberLinkE fa 222 B9 48 / www.cyberlink.com
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https://pr.tsmc.com/english/news/2968
https://www.wiwynn.com/about-wiwynn/company-info
https://go.qct.io/wp-content/uploads/2025/06/full_v16_20250609.pdf
https://www.deltaww.com/en-US/products/data-center
https://www.liteon.com/en/news/press-center/content/liteon-ocp-2026-qct
https://www.trendmicro.com/zh_tw/about/careers.html
https://www.104.com.tw/job/8uxd4
https://www.gss.com.tw/
https://www.digiwin.com.tw/aboutdsc
https://www.cyberlink.com/prog/company/ir-index.do

pES

2026 EER | 55518 / ZRIER 7/7
2026-10-27 B ERIR R /| SER IR ERARRELUESE B %

: 1048 ER B2 56 — 10F mm

ERREFELBE : EOXE. Mokt K BEKREEE. TIHRETEACHNERLRAR , WIS APRMEREET ;
TR —EAMRETERTELIERK,

A {EIER R B £ BE B P4

WA ERE
BRARBHE | ER 5 HTED

BHEF / SRE, DevOps

BB EH [ Javat ik Java, SQL. API,
i858 / BMCEREI B
%8 | AIRIRER 2/, CFD. WA,
BIiE | kpEEIER

EB-BAMKRE K RETRENER

FE E—HRE

SoC HIFEEREA B
EimiE B ERRMAL
e

BMCE)&&

BRI EHARRE RS
EHEER BEBAER, RES

HERESD : MEBERKERY, BESF, AR, XM EXAREREERBEE, 3

'cH HE T —EFERHVREE.

FRETER | CAERRYE, FEURH.
ERER. RERR D R,

RFE
104 :
104 :

104

104

% | BE®%H 2026-10-27

BARRHRE Z 2 E / www.104.com.tw
B E T EWmMEIE TR / www.104.com.tw

D BUEEAJavazim TEAT / www.104.com.tw
104 :
104 :
D BEKHIRHIE) B8 TR / www.104.com.tw

FZZEBMCE IR EE TZEM / www.104.com.tw
B 35 A BR 85 27 TR2HT / www.104.com.tw
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RO RE
Log. SIEM. Windows/Linux, #8i%. B4t

AWS/GCP. Docker, CI/CD. Python/Shell.

C/C++, Embedded Linux, OpenBMC, TEEEN T

Linux/BSP. C/C++, Secure Boot, I

, RPARFEET—F,

, A EEMEER.
#EIECRUD , BIEAPISEE B ERE,
HBRedfishiRig |, BIRRHREER,

FRERIERHIR,
BEHREHRE.

e, BES

Git. Spring. HIF8EDocker

nx n‘|‘§ﬁ5§iS§/ﬁJEﬁ

. BHER

EEBREHRT

RETH ; KB LSHHS
B 2FBLE ; KRB E
20 F ; RBHE
BFUUL ; REBHE
RETH ; HBEIEER
20600 F ; B

RS RIE

fosk, BEHREERS,

BERA, BRRERLCHK.

Git. XHERIFEBER,

B, BiERED &,

B E B E

NERA. RHRBRELE,
ERBRAERMER ; TRERK

BEREMF , TXHFRRABRERE. REFFRERX


https://www.104.com.tw/job/7ntk1
https://www.104.com.tw/job/8uxd4
https://www.104.com.tw/job/6vnww
https://www.104.com.tw/job/6l1x3
https://www.104.com.tw/job/73zx5
https://www.104.com.tw/job/8nihi

